PUBLIC SAFETY COMMITTEE

COMMITTEE MEETING
~MINUTES ~

Wednesday, May 29, 2024 3:00 PM Sullivan Chamber
795 Massachusetts Avenue
Cambridge, MA 02139

REVISED CALL OF MEETING. The Public Safety Committee will hold a public hearing to
discuss close circuit cameras and other surveillance technologies in addition to the 2024 Annual
Surveillance Report.

Attendee Name Present Absent Late Arrived
Marc C. McGovern O O ¥ 3:06 PM
Joan Pickett ¥ O O

Sumbul Siddiqui Cremote |:| |:|

Paul F. Toner M O O

Ayesha M. Wilson M O O

A public meeting of the Cambridge City Council’s Public Safety Committee was held on
Wednesday, May 29, 2024. The meeting was Called to Order at 3:00 p.m. by the Co-Chair,
Councillor Toner. Pursuant to Chapter 2 of the Acts of 2023 adopted by Massachusetts General
Court and approved by the Governor, the City is authorized to use remote participation. This
public meeting was hybrid, allowing participation in person, in the Sullivan Chamber, 2 Floor,
City Hall, 795 Massachusetts Avenue, Cambridge, MA and by remote participation via Zoom.

At the request of the Chair, Clerk of Committees Erwin called the roll.
Vice Mayor McGovern — Absent*

Councillor Picket — Present/In Sullivan Chamber

Councillor Siddiqui — Present/Remote

Councillor Toner — Present/In Sullivan Chamber

Councillor Wilson — Present/Remote

Present — 4, Absent — 1. Quorum established

*Vice Mayor McGovern was present and in the Sullivan Chamber at 3:06p.m.
*Councillor Wilson went from remote participation to in person.

The Co-Chair, Councillor Toner offered opening remarks and noted that the Call of the meeting
was to discuss close circuit cameras and other surveillance technologies in addition to the 2024
Annual Surveillance Report. Present at the meeting was Police Commissioner Christine Elow,
Superintendent Frederick Cabral, Superintendent Pauline Wells, Deputy Superintendent John
Boyle, Deputy Superintendent Michael Medeiros, Director of Professional Standards, James
Mulcahy, and Acting City Solicitor, Megan Bayer. There were numerous members of the
Cambridge Police Department who joined via Zoom. Jack Pontious and Melissa Dooher from
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ShotSpotter also joined via Zoom. Co-Chair Toner noted that Mayor Simmons and Councillor
Sobrinho-Wheeler were in attendance, in person and via Zoom.

Co-Chair Toner opened Public Comment.

Alex Marthew, 28 Temple Street, Cambridge, MA, offered comments relative to the Surveillance
Report.

Aneeqa Abid, 111 Locust Street, Woburn, MA, offered comments regarding discriminatory
surveillance, cameras, and streetlight cameras.

Emiliano Falcon-Morano, One Center Plaza, Boston, MA, offered comments on surveillance and
covert cameras.

Saul Tannenbaum, 385 Chestnut Hill Avenue, Cambridge, MA, spoke against the use of
ShotSpotter.

Co-Chair Toner recognized Commissioner Elow who introduced her team. Commissioner Elow
provided an overview of the Surveillance Report, which was included in the Agenda Packet, as
well as surveillance technology within the Cambridge Police Department (CPD). Commissioner
Elow pointed out that CPD has a policy within the Department that guides Officers on how they
are to use surveillance technology with respect to the Surveillance Ordinance and ensuring that
Officers are upholding individual civil rights.

Co-Chair Toner recognized Vice Mayor McGovern who offered comments on ShotSpotter,
BRIC, and convert cameras. Vice Mayor McGovern shared that he is hearing from community
members that they want more surveillance and noted how the Surveillance Report is an
opportunity for the City to be transparent with its residents.

Co-Chair Toner recognized Co-Chair Wilson who had clarifying questions regarding
ShotSpotter. Commissioner Elow responded by sharing the ShotSpotter is advancing their
technology and that CPD is intentional about going into the communities and working with
community members to educate and receive feedback. Commissioner Elow highlighted that she
has not seen a negative impact with the use of ShotSpotter. Co-Chair Wilson had additional
questions regarding the use of cameras and if there were alternatives to not using them.
Commissioner Elow and Superintendent Cabral both responded, noting that areas of housing
have invested in more cameras and lighting where there have been problems. Co-Chair Wilson
asked if there was any information that could be shared regarding the recent shooting at
Donnelly Field. Commissioner Elow shared that they are still investigating and will have more
information for the community soon.

Co-Chair Toner recognized Councillor Siddiqui who asked if more information could be shared
on U.S. Senators asking for an investigation about whether the ShotSpotter technology is
accurate and if it discriminates against low-income neighborhoods and communities of color.
Melissa Dooher responded and provided a brief overview, noting that it is ongoing and that it
relates to the placement of the technology with the use of federal funding.

City of Cambridge Page 2 cambridgema.gov



Minutes Public Safety Committee May 29, 2024

Co-Chair Toner recognized Councillor Pickett who asked for more information on camera
footage storage. Deputy Superintendent Mederios responded and shared how the collection of
camera footage is stored internally, used for evidence collection, and then discarded. Councillor
Pickett asked how CPD and ShotSpotter decide where cameras and sensors are placed.
Commissioner Elow responded by noting it is data driven, while Jack Pontious discussed how
and where sensors are used, noting that the sensors could be moved if needed and the City has
the option to add additional sensors. Melissa Dooher shared that from a 2022 report, the 33
sensors in Cambridge cover 1.3 square miles. Councillor Pickett had clarifying questions on
whether surveillance technology can be used for traffic violations. Commissioner Elow and
Megan Bayer responded by noting it is currently not allowed under state law. Deputy
Superintendent Boyle shared that the State Police Crash Team uses a drone to document fatal or
serious motor vehicle accidents and that is one way technology could be used relative to motor
vehicle surveillance.

Co-Chair Toner recognized Mayor Simmons who shared that she does not see ShotSpotter as an
invasive tool nor has she heard from the community that it is. Mayor Simmons pointed out the
importance of continuing conversations with the community to be transparent. Mayor Simmons
asked to what degree does CPD use drones. Commissioner Elow responded and shared that it is
not a technology that is currently used within the Department and Deputy Superintendent Boyle
offered suggestions on ways a drone could be used without violating civil rights. Mayor
Simmons asked how additional surveillance technology would be introduced to the community.
Commissioner Elow shared that it would be better to start small and conservative to get the
community comfortable with the technology and to have discussions within the community to
receive feedback and suggestions. Mayor Simmons noted the importance of having surveillance
and that is something that should be controlled to keep residents informed and safe.

Co-Chair Toner recognized Councillor Pickett who asked if there have been updates on
surveillance body cameras for CPD. Commissioner Elow shared that a vendor has been picked
and Superintendent Cabral shared they are currently working with the vendor to upgrade
infrastructure and software. It was noted that CPD is still in active discussions with the Unions
regarding negotiations and believes that they are making progress.

Co-Chair Toner asked if ShotSpotter was invented in Cambridge. Jack Pontious shared
background information on ShotSpotter and noted that it was developed in Cambridge. Co-Chair
Toner shared that ShotSpotter is a very useful technology to have and would also be supportive
of overhead cameras as long as they do not violate civil rights. Co-Chair Toner highlighted how
surveillance could have a positive effect for certain activities that take place in Central Square.
Co-Chair Toner asked if there is any information regarding the option of taking pictures of
license plates for drivers who run red lights. Commissioner Elow and Megan Bayer responded,
with Megan Bayer sharing that any type of record the City creates, or becomes in possession of,
can become a public record. Co-Chair Toner shared that he looks forward to more discussion and
ideas, noting that the community is asking for more not less. Co-Chair Toner agreed that it is
important to educate and be transparent with the community about the impacts of surveillance
and certain technologies that are available.
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Co-Chair Toner recognized Co-Chair Wilson who had a follow up question regarding the 33
sensors that are placed in the City, noting that it seems like a lot for a 1.3 square mile, and asked
if these numbers are like other cities in terms of size. Jack Pontious was available to respond and
shared that the number of sensors varies from community to community based on the density of
buildings. Melissa Dooher provided additional information on how the sensors work together.

Co-Chair Toner recognized Councillor Siddiqui who requested that a formal response be sent to
CARE about covert cameras from the Law Department. Commissioner Elow shared how the
cameras in question were used for property and vandalism crimes. Megan Bayer shared that she
will review the written testimony and work with the Commissioner to discuss if there is
something the City can put in writing to address their concerns.

Co-Chair Toner recognized Co-Chair Wilson who made a motion to adjourn the meeting.
Clerk of Committees Erwin called the roll.

Vice Mayor McGovern — Absent

Councillor Pickett — Yes

Councillor Siddiqui — Yes

Councillor Toner — Yes

Councillor Wilson — Yes

Yes — 4, No — 0, Absent — 1. Motin passed.

The meeting was adjourned at approximately 4:33p.m.

Attachment A — The City Clerk’s Office received two written communications.

Clerk’s Note: The City of Cambridge/22 City View records every City Council meeting and
every City Council Committee meeting. This is a permanent record. The video for this meeting

can be viewed at:
https://cambridgema.granicus.com/player/clip/764?view_id=1&redirect=true
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A communication transmitted from Yi-An Huang, City Manager, relative to the Annual Surveillance
Report concerning City Departments’ use of Surveillance Technology or Surveillance Data.

To the Honorable, the City Council:

Pursuant to Chapter 2.128, Section 2.128.060 of the Cambridge Municipal Code, I hereby submit the City
of Cambridge Departments’ fourth Annual Surveillance Report concerning City Departments’ use of
Surveillance Technology or Surveillance Data.

The Annual Surveillance Report is organized alphabetically by department. Departments’ reports and the
Surveillance Technology referenced in those reports is as follows:

Department Technology
o.
1. Cambridge Arts e Media Monitoring - Meltwater e Social Media
Monitoring - Meltwater Engage (Powered by Sprout
Social)
2. Community Development e Media Monitoring - Meltwater e Social Media
Monitoring - Meltwater Engage (Powered by Sprout
Social)
3. Community Safety e Operations/Case Management Software
Department of Human Service e [P Address Collection Platforms e Media
Programs Monitoring - Meltwater o Social Media
Monitoring - Meltwater Engage (Powered by Sprout
Social)

Election Commission e Electronic Poll Pads

Emergency Communications e Rapid SOS Emergency Data Integration System
e Digital Evidence Management System e Landline
Location Technology

7. Emergency Communications - e Trespass Tracking Database
Police

8. Executive/City Manager - e Media Monitoring-Meltwater e Social Media
Public Information Office Monitoring-Meltwater Engage (Powered by Sprout

Social)
Finance - Assessing o Atlas RMV Portal e MUNIS Tax Modules, MA
Environmental Police Registration e LexisNexis

1 Finance - Revenue e Atlas RMV Portal e MUNIS Tax Modules

0.

1 Fire e Laryngoscopes ® Social Media Monitoring -

1. Meltwater Engage (Powered by Sprout Social)

1 Information Technology o [P Address Collection Platforms (Multiple)

2.
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1 Law e WestLaw Public Records Search function

3.

1 Library e Media Monitoring - Meltwater e Social Media

4, Monitoring - Meltwater Engage (Powered by Sprout
Social) e Social Work Case Management Software-
CharityTracker from Simon Solutions

1 Police e Body Worn Cameras

5.

1 Police - CID and Professional e Case Cracker

6. Standards Unit

1 Police - CID Days, DV/SA & ¢ GPS tracking devices (2) e Digital Intelligence

7. Cyber Workstation e Dell Laptop BCERT e Magnet
Forensics-Axiom Cellebrite e Shotspotter

1 Police - Crime Analysis & e BRIC Omega Dashboard e CrimeTracer (formally

8. CID Coplink) e QED e Incident Database ® CLEAR for
Law Enforcement e LexisNexis - Account for Law
Enforcement e LENS

1 Police - Crime Scene e Morpho Automated Fingerprint Identification

9. Services, Booking & Records System (AFIS) with camera (Massachusetts State
Police (MSP) System) e Live Scan (3 devices)

2 Police - EOD e Wireless Explosive Ordinance Disposal (EOD)

0. robots with cameras: Robotex Avatar II 2 (3); Foster
Miller Tallon 4; Foster Miller Dragon Runner 4;
Remotetec F6A 4 with fiberoptic e Tactical
Electronics VF52 Fiber Scope e ATF Bomb Arson
Tracking System (BATS)

2 Police - Fleet e Prisoner Transport Security Cameras (Transport

1. Wagon 236, 237 & 240)

2 Police - PIO e X Pro (formerly TweetDeck) e Media Monitoring-

2. Meltwater e Social Media Monitoring-Meltwater
Engage (Powered by Sprout Social)

2 Police - Professional o Infraware

3. Standards

2 Police - CIS e Covert Cameras (Keltech Covert Streetlight

4. Camera)

2 Police - SRT e Throwbot XT

5.

2 Public Health e MAVEN (Massachusetts Virtual Epidemiologic

6. Network)

2 Public Schools - Information, e Securly for Chromebooks Web Filter e LightSpeed

7. Communications & System (Web Filter) e IP Address Collection Platforms

Technology Services (Sonicwall Firewall; Windows Server; Apache Web

City of Cambridge
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Server; Crowd Strike; Graylog)

2 Public Schools - Safety & ¢ Bus Video Recorders o GPS Devices o Edulog

8. Security, Transportation Transportation System

2 Public Works e Social Media Monitoring - Meltwater Engage

9. (Powered by Sprout Social)

3 Traffic, Parking & o Atlas RMV Portal (Parking Management) e Traffic

0. Transportation Signal Detection Cameras (Street Management
Division) e MioVision Traffic Count Mobile Camera
Units (Street Management Division)

Water e Automated Meter Reading (AMR) System e AMR
L. Consumer Engagement Tool

I look forward to answering any questions you may have concerning the enclosed Annual Surveillance Report.

Very truly yours,

Yi-An Huang
City Manager
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